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Role Profile 

	1.
	Job Title
	Data Privacy Analyst

	2.
	Function & Business Unit  
	Privacy (Compliance & Legal) 

	3.
	Location 
	London

	4.
	Hiring Entity 
	Amtrust Management Services

	5. 
	Insurance Distribution Directive (IDD) Continuing Professional Development (CPD) Requirements
	IDD CPD - in scope (no)

	6.

	Committee Roles

	Chair
· none

Member
· None

	7.
	Direct & Indirect 
Reporting Line
	Direct Line Manager
Data Privacy Officer

Indirect (dotted) Line Manager
Project (Deanna McNutt)


	8.
	Direct & Indirect Reports 
	Direct Reports
none

Indirect (dotted) Reports
none

	9.
	Key Stakeholders
	EU Implementation Working Group Members

	10.
	Applicable Conduct Rules
	Individual Conduct Rules
1. You must act with integrity.
2. You must act with due skill, care and diligence.
3. You must be open and cooperative with the FCA, the PRA and other regulators.
4. You must pay due regard to the interests of customers and treat them fairly.
5. You must observe proper standards of market conduct.
6. You must act to deliver good outcomes for retail customers

	11.
	
Last Review Date

	18/03/2026





Position Overview
· Being responsible for revalidating the privacy onboarding process and outcomes for critical legacy third parties relationships identified to be in scope for the EU TPRM Implementation working group under the DPO & project oversight;
· Identify any vulnerabilities concerning the TPRM escalation process when it comes to privacy risks
· Work closely with key stakeholders to ensure deliverables with respect to remediation plans agreed to compensate any privacy vulnerabilities for the third parties relationships in scope


Essential Job Functions

· work with the privacy team, business stakeholders and TPRM program to establish understanding of the new TPRM tool, program requirements and privacy onboarding protocol for third parties.
· -Work with the business /TPRM & Procurement team on data collection / cleansing for incumbent third-party relationships.
· Engage with the Ops Resilience team to establish understanding of critical relationships and pertinent requirements.
· Re-validate privacy onboarding questionnaires for the moderate and high-risk vendors in scope for the project.
· Establish & support privacy remediation plans for third parties in scope as required.
· Engage with DPO, Legal  & TPRM / Procurement teams to work on privacy risks escalation.
· Engage with legal team / DPO concerning any contract (DPAs) remediation needs



Qualifications, Experience, Competence
Qualifications
CIPP/ E certification preferable but not prerequisite

Experience 
Previous privacy related experience (compliance, legal, PMO, TPRM roles etc with privacy focus/ orientation

Functional/Technical Competencies 

· TPRM / Privacy systems knowledge preferable but not prerequisite














Core AmTrust Behavioural & Professional Competencies (Employees) 

Results Driven: Displays energy, determination and a sense of urgency to get the job done; understands the importance of meeting deadlines to achieve objectives; takes responsibility for organising own workload to ensure goals are met; identifies barriers or issues that might impact adversely on getting the job done and is proactive and innovative in resolving problems and finding solutions; strives for excellence.

Adaptable & Open to Change: Demonstrates a willingness to adapt and change according to circumstances; is able to comfortably handle ambiguity and changes in priorities; identifies the requirement to demonstrate flexibility for the wider benefit of the department and the business; supports change and the drive to continuously improve.

Relationship Management & Customer Focus: Builds and maintains strong internal and external customer and other relationships as relevant to role; is able to effectively understand and support customer needs while balancing business needs; takes responsibility for meeting agreed service levels and other commitments.; strives to deliver excellence and innovates to deliver solutions; ensures that all our customers are treated fairly and receive good outcomes in accordance with our regulatory requirements.

Risk Management: Is able to understand and identify common types of business risks for their functional or business area; actively supports the maintenance of an effective control environment; takes timely remedial action as may be required to prevent or minimise loss; proactively escalates risks to the appropriate party; ensures the timely closure of internal audit actions; supports continuous improvement in the management of risk.

Collaboration: Demonstrates respect and integrity in all collaboration with others; works with rather than competes with others in the business to achieve company goals; builds trust through open communication; adapts style and messaging appropriately; seeks out and listens to the opinions of others; supports team building and an inclusive culture that values diversity.

Continuing Professional Development: Proactively keeps up to date with regulatory and professional changes; maintains the required knowledge and skills to perform in post and undertakes all required / mandatory training; ensures that annual learning and development plans and Continuing Professional Development (CPD) obligations are achieved.

AmTrust Values: Able to demonstrate and role model AmTrust’s values: Excellence, Innovation, Integrity, Responsibility, Inclusion and Teamwork.
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