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Sword privacy policy for employees  
 

This internal Privacy Policy (the “Policy”) gives you information about the way we collect 

and use data identifying you or that make you identifiable (“personal data”), in the course 

of your interactions with us in your capacity as (former, current or prospective) employee 

or as self-employed hired by us. 

 

We, Sword Technologies, a company with limited liability organised under the laws of 

Belgium, with statutory seat located at Avenue de Tervueren/Tervurenlaan 270, 1150 

Woluwe-Saint-Pierre/Sint-Pieters-Woluwe, and registered at the Crossroads Bank for 

Enterprises under the company number BE0894 796 195 (“Sword”), are committed to 

protecting your privacy. We will always keep your personal data safe and will aim at 

complying with applicable data protection legislation, including the EU General Data 

Protection Regulation 2016/679 and the Belgian data privacy act of 8 December 1992 

(FR/NL), as may be amended, restated and/or replaced from time to time. 

What personal data do we collect about you? 

We may process the following personal data about you: 

 Name 

 Surname 

 Private telephone number/mobile phone number 

 Professional telephone number 

 Professional email 

 Personal email 

 Birth date and birth place 

 Gender  

 Civil status 

 Nationality  

 ID number 

 Contact details in case of emergency 

 Address 

  CO2 emissions rate for those who come by car 

 Employee status, start and end dates of employment, pay periods and reporting 
levels  

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679
http://www.ejustice.just.fgov.be/cgi_loi/change_lg.pl?language=fr&la=F&cn=1992120832&table_name=loi
http://www.ejustice.just.fgov.be/cgi_loi/change_lg.pl?language=nl&la=N&cn=1992120832&table_name=wet
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 Bank account details 

 Copy of identity card/passport 

 Individual photo 

 Performance evaluation 

 Salary 

 To the extent permitted by applicable law, information publicly available online (e.g. 
social network particulars and contact information) 

 Languages spoken 

 CV-related information (including education, employment history and other 
relevant background information) 

 Employee badge that contains the employee’s identification and times of access 
to premises  

 Moving image and voice from video (CCTV)  

For which purposes do we use your personal data?  

We may process your personal data for the following purposes: 

 To process any payments (payroll, benefits, expenses, etc.); 

 For staff administration and management (including registration of leaves, 
sickness and absences, retirement planning, pensions, etc.); 

 For performance and training management; 

 To manage disciplinary measures and complaints; 

 For recruitment and staffing; 

 For monitoring at the workplace (including CCTV monitoring), employee 
identification, access to premises,  

 To manage memberships to professional associations, organization of internal and 
external events, and planning and execution of business travel; 

 To organize teambuilding events; 

 To conduct internal or external audits; 

 For compliance with local labour or tax laws (e.g. responding to requests from 
social security administrations, tax agencies, etc.); 

 For IT & IS activation and support; 

 To create professional cards (for profiles in contact with clients). 
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Why do we use your personal data? 

We process most of your personal data because it is necessary for the performance of 

your employment/professional services contract (e.g. process payments, staff 

administration, performance, etc.) or to take steps at your request prior to entering into 

the employment/professional services contract (e.g. recruitment). 

We process some of your personal data to comply with a legal obligation applicable to us 

(e.g. pursuant to local labour or tax laws). 

We process some of your personal data when this is in our legitimate interest (e.g. to 

conduct internal audits, to organize teambuilding events, etc.). 

In some cases, we may use your personal data after you have given us your prior consent 

(e.g. when making promotional ads featuring you).  

The ability for us to perform our obligations with regard to your employment/professional 

services contract and our legal obligations sometimes depend on us having access to 

and being able to use certain personal data. 

Therefore, and depending on the circumstances, if you do not provide us with the personal 

data we request or if you ask that we stop processing your personal data, this may result 

in Sword being in breach of one or more applicable legal or contractual obligations. 

How long do we keep your personal data? 

Sword has internal retention policies and procedures that build upon the following criteria 

to determine the retention periods of personal data in the context of the purposes set out 

above: 

 End of the employment/professional services contract; 

 Sensitivity of the personal data; 

 Security reasons; 

 Applicable statutes of limitation; 

 On-going or potential litigation or dispute; 

 Regulatory or legal obligation to retain the personal data (e.g. for accounting 
purposes or in the context of CCTV surveillance). 

We do not store CVs of rejected job applicants, unless the individual has given us his/her 

consent.  
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Whom do we share your personal data with?  

We may provide personal data to the following recipients, only to the extent necessary to 

achieve the purposes set out above: 

 Other employees;  

 Subcontractors;  

 Consultants; 

 Legal counsel; 

 Social secretariat, tax and social security agencies;  

 (Potential) client(s). 

International transfers of personal data 

If we transfer personal data internationally, we will only do so in accordance with 

applicable data protection laws and will ensure that there is an adequate level of 

protection for the personal data. 
 

Personal data may be transferred from countries located within the European Economic 

Area (EEA) to countries located outside of the EEA. In case personal data is transferred 

outside of the EEA, the following safeguards are taken: 

 The laws of the country to which personal data is transferred ensure an adequate 
level of data protection; or 

 The transfer is subject to data protection clauses approved by the European 
Commission or is subject to the EU-US Privacy Shield. 

 

For more information about the safeguards relating to personal data transfers outside of 

the EEA, please contact us at ‘gdpr-belux@sword-group.com’. 
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Your rights 

Depending on and subject to applicable laws, you have certain rights regarding the 

personal data that we hold about you. These rights may include the following: 

Rights What does this mean? 

1. The right to be informed 
 

You have the right to be provided with clear, transparent 

and easily understandable information about how we use 

your personal data and your rights. This is why we are 

providing you with the information in this Policy. 

2. The right of access  You have the right to obtain access to your personal 

data. 

This is so you are aware and can check that we are using 

your personal data in accordance with applicable data 

protection laws. 

3. The right to rectification  You are entitled to have your personal data rectified if 

they are inaccurate or incomplete.  

4. The right to erasure  This is also known as ‘the right to be forgotten’ and, in 

simple terms, enables you to request the deletion or 

removal of your personal data where there is no 

compelling reason for us to keep using it. This is not an 

absolute right to erasure and exceptions apply.  

5. The right to restrict 
processing 

You have rights to ‘block’ or suppress further use of your 

personal data. When processing is restricted, we can still 

store your personal data, but may not use it further. 

6. The right to data portability You have rights to obtain a copy of your personal data in 

a commonly used machine-readable format and to reuse 

your personal data for your own purposes across 

different services. 

7. The right to object to 
processing 

You have the right to object to certain types of 

processing, including processing for direct marketing 

(which we perform only with your consent).  

8. The right to lodge a 
complaint 

You have the right to lodge a complaint about the way we 

handle or process your personal data with your national 

data protection authority. For Belgium, the competent 

data protection authority may be contacted at Rue de la 

Presse/Drukpersstraat 35, 1000 Brussels. 

9. The right to withdraw 
consent 

If you have given your consent to anything we do with 

your personal data, you have the right to withdraw your 
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consent at any time (although if you do so, it does not 

mean that anything we have done with your personal 

data with your consent up to that point is unlawful). 

10.  The right not be subject to 
automated-decision 
making 

You have the right not to be subject to a decision based 

solely on automated processing (including profiling) 

which produces legal (or similarly significant) effects to 

you. 

 

We usually act on requests and provide information free of charge, but may charge a 

reasonable fee to cover our administrative costs of providing the information for:  

 Baseless or excessive/repeated requests; or 
 Further copies of the same information. 

Alternatively, we may be entitled to refuse to act on the request.  

Please consider your request responsibly before submitting it. We will respond as soon as 

we practically can, generally within one month from when we receive your request but, if 

the request is going to take longer to deal with, we will come back to you and let you know. 

Contacting us 

If you need to contact us for any reason (including to exercise any of your rights in relation 

to your personal data as set out above) please send us your request at ‘gdpr-

belux@sword-group.com’. 


